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1. (CURRENTLY AMENDED) A system for archiving data blocks comprising: 
a user data processing means for a user to form one or more data blocks; 

transmission means, coupled to the user data processing means, for transmitting said data 
blocks from the user data processing means; and 

remote archive storage means, coupled to the transmission means, for receiving and storing 
the one or more data blocks, said remote archive storage means preventing anyone, including the 
user, from modifying or deleting said one or more data blocks stored at said remote archive storage 
means to provide non-rescindable storage of said data blocks for at least aii initial time period , 

wherein the user negotiates the initial time period with the remote archive storage means to 
reach agre^.ment on an initial time period for non-rescindable storage of said one or more data 
blocks 

2. (CANCELLED) 

3. (PREVIOUSLY PRESENTED) The system of claim 1, further comprising: 

means for retrieving, from the remote archive storage means to the user, a copy of the one 
or more data blocks. 

4. (CURRENTLY AMENDED) The system of claim 1, further comprising: 

digital signature generating means, havin g a p hysically re mote l o cation different fr om t he 
user data process means and the remote archive storage means, coupled to said user data processing 
means and the remote archive storage means, for computing for the user, a secure digital signature 



Ser. No. 10/807,270 PATENT 

data block comprising a secure digital signature of the one or more data blocks, and appending the 
digital signature data block to the one or more data blocks. 



5. (CURRENTLY AMENDED) The system of claim 4, wherein the digital signature 
generating means comprises a digital signature generating party independent of the user data 
processing menns nnd the reinote nrchive storage means , and coupled to the user data processing 
means and the, remntp archive, storage, means hy v m the transmission means. 

6. (CURRENTLY AMENDED) The system of claim 1, further comprising: 

secure time-stamping means , having a physically remote location different from the user 
data processing means and the remote archive storage means, coupled to the user data processing 
means and the remote archive storage means for receiving the one or more data blocks, time- 
stamping the one or more data blocks on receipt, and storing said time-stamp as an additional non- 
rescindable data block with the one or more data blocks in the remote archive storage means. 

7. (PREVIOUSLY PRESENTED) The system of claim 6, wherein the secure time- 
stamping means comprises a secure time-stamping party, independent of the user data processing 
means and the remote archive storage means, coupled to the user data processing means and the 
remote archive storage means by the transmission means. 

8. (CURRENTLY AMENDED) The system of claim 1, further comprising: 

encryption means, having a physically remote location different from the user data 
processing means and the remote archive storage means, coupled to the user data input meansi iser 
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data prncessing means and the remote archive storage means, for encrypting the one or more data 
blocks to create one or more encrypted data blocks, and transmitting said one or more encrypted 
data blocks to remote archive storage means in place of said one or more data blocks. 

9. (PREVIOUSLY PRESENTED) The system of claim 8, wherein the encryption means 
comprises an encryption party, independent of the user data processing means and the remote 
archive storage means, coupled to the user data processing means and the remote archive storage 
means via the transmission means. 

10. (CURRENTLY AMENDED ) The system of claim 1, further comprising: 

filing key generating means, coupled to said nsrr da t a inpu t mrans nser data prncessing 
means and said remote archive storage means, said filing key generating means having a physically 
remote Incatinn different from the user data input mrarnsiiser data prncessing means and the remote 
archive, storage means , for generating filing keys from said one or more data blocks. 

11. (PREVIOUSLY PRESENTED) The system of claim 10, wherein said fihng key 
generating means comprises an independent fiUng key generating party, independent of the user 
data processing means and the remote archive storage means, coupled to the user data processing 
means and the remote archive storage means via the transmission means. 

12. (CURRENTLY AMENDED) The system of claim 1, further comprising: 

search means, having a physically remote location different from the iise i ' data input 
mrarnsuser data processing means and the remote archive storage means, to search stored filing keys 
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at said remote archive storage means to select at least one of the one or more data blocks for 
retrieval of copies of the at least one of the one or more data blocks. 



13. (PREVIOUSLY PRESENTED) The system of claim 12, wherein said search means 
comprises an independent search party, independent of the user data processing means and the 
remote archive storage means, coupled to the user data processing means and the remote archive 
storage means via the transmission means. 

14. (CURRENTLY AMENDED) The system of claim 1, further comprising: 
encryption means coupled to the user data processing menns nnd the remnte nrrhive storage 

means via the transmission means, and having a physically remote location different from the user 
data processing means and the remote archive storage means, for encrypting the one or more data 
blocks to produce one or more encrypted data blocks such that the remote archive storage means 
may not decrypt the one or more encrypted data blocks but that the user may decrypt copies of the 
one or more encrypted data blocks. 

15. (PREVIOUSLY PRESENTED) The system of claim 14, wherein said encryption 
means comprises an independent encryption party, independent of the user data processing means 
and the remote archive storage means, coupled to the user data processing means and the remote 
archive storage means via the transmission means. 

16. (CURRENTLY AMENDED) The system of claim 1, further comprising: 
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voice waveform data input means, hnving n physicnily remote location different from the 
nsp-r data processing means and the remote archive storage means, coupled to said user data 
processing means, for receiving a user's voice and creating voice waveform data; and 

voice recognition and transcription means, coupled to said user data processing means and 
said remote archive storage means, for generating one or more text data blocks from said voice 
waveform data transmission for storage in the remote archive storage means. 

17. (PREVIOUSLY PRESENTED) The system of claim 16, wherein said voice 
recognition means comprises an independent voice recognition and transcription party, independent 

of the user data processing means and the remote archive storage means, coupled to the user data 
processing means and the remote archive storage means via the transmission means. 

18. (CANCELLED) 

19. (CANCELLED) 

20. (CURRENTLY AMENDED) The system of rbim 1« claim further comprising: 
secure time-stamping means, having a physically remote location different from the user 

data p roce ssi n g m ean s a nd t he re mote archive s tora ge m eans, coupled to the user data processing 
means and the remote archive storage means for receiving the one or more data blocks, time- 
stamping the one or more data blocks on receipt, and storing said time-stamp as an additional non- 
rescindable data block with the one or more data blocks in the remote archive storage means. 

21. (CANCELLED) 
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22. (CURRENTLY AMENDED) The system of claim 20. further comprising: 
encryption means, coupled to die user data input means and the remote archive storage 
means, for enciyptiiig the one or more da t a blocks to crea t e one or more enciypted data blocks, and 
ti ' ansmittlng said one or more encrypted data blocks to remo t e airhlve storage means in place of 
said one or more da t a blocks 

filing key genernting menns. hnving n physically remote locntion different from the user data 
processing means and the remnte archive storage means, coupled to said user data inpnt meansnser 
data prncRssing means and said rRmntfl archive storage means, for genRrating filing keys from said 



23. (CANCELLED) 



24. (CURRENTLY AMENDED) The system of claim 22, further comprising: 

filing key generating means, coupled to said user data input means and said remo t e ai ' cliive 
storage means, for generating filing key s from said one or more da t a blocks 

search means, having a physically remote location different from the user data processing 
means and the remote archive storage means, to search storexl filing keys at said remote archive 
storage means to select at least one of the one or more data blocks for retrieval of copies of the at 
least one of the one or more data blocks. 

25. (CANCELLED) 
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26. (CURRENTLY AMENDED) The system of claim 24. further comprising: 

search means to seai - ch stored filiiig keys at said remote ai - chlve storage means to select at 
least one of tlie one or more da t a blocks for retiieval of copies of tlie at least one of tlie one or more 
da t a blocks 

voice waveform data input means, having a physically rRmnte location different from the 
user dntn processing menns nnd the remote archive stornge menns coupled tn said user data 
processing menns, for receiving n nser's voice nnti creating voice wnvefonn data; and 

voice recognition and transcription means, having a physically remote location different 
from the user data processing means and the remote archive storage means, conplexl to said user 
data processing means and said remote archive storage means, for generating one or more text data 
hlocks from said voice waveform data transmission for storage in the remote archive storage means. 

27. (CANCELLED) 

28. (CURRENTLY AMENDED) The system of danirfexkirn_2fi, further comprising: 
encryption means, having a physically remote location different from the user data 

processing means and the remote archive storage means, for encrypting the one or more data blocks 
to produce one or more encrypted data blocks such that the remote archive storage means may not 
decrypt the one or more encrypted data blocks but that the user may decrypt copies of the one or 
more encrypted data blocks. 

29. (CANCELLED) 
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30. (CURRENTLY AMENDED) The system of claim 28. further comprising: 

voice waveform data input means, coupled to said user da t a processing means, for receiving 
a user's voice aiid creating voice waveform da t a; aiid 

voice recognition and ti ' anscription means, coupled to said user data processing means and 

said remote ai - chlve storage means, for generating one or more text data blocks from said voice 

waveform da t a t ransmission for s t orage in t he remo t e archive s t orage means 

decryption menns, hnving n physically reinnte. Inr.ntinn diffp.rp.nt frnm the, user Hata 
processing means and the remote; archive stnragR means, cmipled to the user data prncessing means 
and the remote archive storage means, for decrypting the one or more blocks retrieved from said 
remote archive stornge means, tn create, one or more, decrypted data blocks, and transmitting said 
one or more decrypted data blocks to the user data processing means. 

31. (CURRENTLY AMENDED) The system of rbim 9 rlaim further comprising 
decryption means, having a physically remote location different from the u ser d ata p roc es sing 
means and the remote archive storage means, coupled to the user data input meansuser data 
processing means and the rp.motp. archive, storage means, for decrypting the one or more encrypted 
data blocks retrievexl from said remote archive storage means, to create one or more decrypted data 
blocks, and transmitting said one or more decrypted data blocks to the user data processing means. 

32. (CURRENTLY AMENDED) A method for archiving data blocks comprising the steps 

of: 

forming, in a user data input device, one or more data blocks, 
transmitting the data blocks from the user using a transmission network. 
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archiving the one or more data blocks in a remote archive storage, and 

preventing anyone, including the user, from modifying or deleting the one or more data 

blocks stored at the remote archive storage to provide non-rescindable storage of the data blocks for 

at least an initial time period, -aiid 

negotiating, between the user and the remote archive storage an initial time period to reach 

agreement on an initial time period for non-rescindable storage of the one or more data blocks. 

33. (CANCELLED) 

34. (PREVIOUSLY PRESENTED) The method of claim 32, further comprising the step of 
retrieving, from the remote archive storage to the user, a copy of the one or more data blocks. 

35. (CURRENTLY AMENDED) The method of claim 32, further comprising the steps of: 
computing, in an encryption data processor h a vi n g a p h ys ically re mote l o cation different 

from the user data input device and the remote archive storage, coupled to the user data input device 



signature of the one or more data blocks, and 

appending the digital signature data block to the one or more data blocks. 

36. (CURRENTLY AMENDED) The method of claim 35, wherein the step computing a 
secure digital signature data block comprises the step of computing the digital signature in a digital 
signature generating party having a physically remote location different from the user data input 
device and the remote archive storage and independent of the user data input device and the remote 




i, a secure digital signature data block comprising a secure digital 
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archive storage , and coupled to the user data input device and the remnte archive via the 
transmission network. 

37. (CURRENTLY AMENDED) The method of claim 32, further comprising the steps of: 
time-stamping in a secure time-stamping device having a physically remnte Incatinn 

different from the user data input device and the remote archive storage, coupled to the user data 
input device and the remote archive storage, the one or more data blocks upon receipt, and 

storing the time-stamp as an additional non-rescindable data block with the one or more 
data blocks in the remote archive storage. 

38. (PREVIOUSLY PRESENTED) The method of claim 37, wherein the step of time- 
stamping comprises the step of time-stamping in a secure time-stamping party independent of the 
user data input device and the remote archive storage and coupled to the user data input device and 
the remote archive storage by the transmission network. 

39. (CURRENTLY AMENDED) The method of claim 32, further comprising the steps of: 
encrypting, in an encryption device having a physically remote location different from the 

user data input device and the remote archive storage, coupled to the user data input device and the 
remote archive storage, the one or more data blocks to create one or more encrypted data blocks, 
and 

transmitting the one or more encrypted data blocks to remote archive storage in place of the 
one or more data blocks. 
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40. (PREVIOUSLY PRESENTED) The method of claim 39, wherein the step of 
encrypting comprises the step of encrypting in an encryption party independent of the user data 
input device and the remote archive storage and coupled to the user data input device and the 
remote archive storage via the transmission network. 

41. (CURRENTLY AMENDED) The method of claim 32, further comprising the step of 
generating, in a filing key generator coupled to the user data input and the remote archive storage, 
said filing key gRnerator having a physically rRmote location diffRrent from the user data input and 



42. (CURRENTLY AMENDED) The method of claim 41, wherein the step of generating 
filing keys comprises the step of generating filing keys in an independent filing key generating party 
independent of the user data input device and the remote archive storage and coupled to the user 
data input device and the remote archive storage via the transmission network. 

43. (CURRENTLY AMENDED) The method of claim 32, further comprising the step of 
searching stored filing keys at tlie remote archive storage at a physically remntR location different 
from the user data input and the remotR archive storage to select at least one of the one or more data 
blocks for retrieval of copies of the at least one of the one or more data blocks. 




filing keys from the one or more data blocks. 



44. (PREVIOUSLY PRESENTED) The method of claim 43, wherein the step of searching 
comprises the step of searching in an independent search party independent of the user data input 
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device and the remote archive storage and coupled to the user data input device and the remote 
archive storage via the transmission network. 



45. (CURRENTLY AMENDED) The method of claim 32, further comprising the step of 
encrj^pting, in an encrj^tion Hpvice, having a physically remnte Incafinn Hiffrrent frnm the user data 
input device and the remote archive storage, the one or more data blocks to produce one or more 
encrypted data blocks such that the remote archive storage may not decrypt the one or more 
encrypted data blocks but that the user may decrypt copies of the one or more encrypted data 
blocks. 

46. (PREVIOUSLY PRESENTED) The method of claim 45, wherein the step of 
encrypting comprises the step of encrypting in an independent encryption party independent of the 
user data input device and the remote archive storage and coupled to the user data input device and 
the remote archive storage via the transmission network. 

47. (CURRENTLY AMENDED) The method of claim 32, further comprising the steps of: 
inputting in a voice waveform data input device coupled to the user data input device, a 

user's voice and creating voice waveform data, and 

transcribing in a voice recognition and transcription device , having a physically remnte, 
location different fr om t he u ser d ata i n put device a nd t he re mote a rchive s torag e , coupled to the 
user data input device and the remote archive storage, the voice waveform data to create text data 
blocks from the voice waveform data received from the user data input device for storage in the 
remote archive storage. 
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48. (PREVIOUSLY PRESENTED) The method of claim 47, wherein the step of 
transcribing the voice waveform data comprises the step of transcribing the voice waveform data in 
an independent voice recognition and transcription party independent of the user data input device 
and the remote archive storage and coupled to the user data input device and the remote archive 
storage via the transmission network. 

49. (CANCELLED) 

50. (CANCELLED) 

5 1 . (CURRENTLY AMENDED) The method of r1.= i im 4Q rlaim ^fs ^ further comprising the 
steps of: 

time-stamping in a secure time-stamping device, having a physically remote location 
different from the user data input device and the remote archive storage, coupled to the user data 
input device and the remote archive storage, the one or more data blocks upon receipt; and 

storing the time-stamp as an additional non-rescindable data block with the one or more 
data blocks in the remote archive storage. 

52. (CANCELLED) 

53. (CURRENTLY AMENDED) The method of claim 51, further comprising the-^stqjs 

step of: 
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enciyp t ing. in an encryp t ion device coupled t o t he user da t a inpu t device and t he remote 

ai - chlve storage, t lie one or more data blocks to create one or more encrypted data blocks, and 

tonsmittlng t he one or more enciyp t ed data blocks to remote airhlve storage in place of die 

one or more data blocks 

generating, in a filing key gp.neratnr having; a physically remnte Incatinn different frnm the 
user data input device nnd the remote archive stornge^ coiiplefl tn the, nsp.r data input and the, remnte 
archive storage, filing keys frnm the one nr more data blocks . 

54. (CANCELLED) 



55. (CURRENTLY AMENDED) The method of claim 53, further comprising the step of 
generating, in a f iling key generator coupled to tlie user da t a input and tlie remo t e arcMve storage, 
filing keys from tlie one or more data blocks searching stored filing keys at the remote archive 
stora ge a t a p hy si cal ly re mote location different from the user data input a nd th e re mote a rch ive 
storage to select at least one of the one or more data blocks for retrieval of copies of the at least one 



56. (CANCELLED) 



57. (CURRENTLY AMENDED) The method of claim 55, wherein the step of searching 
comprises tlie step of seai ' ching in an independent search party independent of tlie user data input 
device and tlie remote ai ' chive storage and coupled to tlie user data input device and the remo t e 
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inputting in a voice wavefnrm dnta input devicp- having a physically remnte Incatinn 
HiffpTP-nt from the nsp.r data input Hevicp- and the rennntp- archive storage, cniipleH tn the nser Hata 
input devicR, a user's voice and creating voice wavRform data, and 

transcribing in a voice recognition and transcription device having a physically remote 
location different from the user data inpnt device and the remnte archive storage, cnnplerl tn the 
user data inpnt device nnd the remote nrchive stornge. the voice wnvefonn data tn create text data 
hincks frnm the vnice wavefnmi data received frorn the user data inpnt device for storage in the 



58. (CANCELLED) 



59. (CURRENTLY AMENDED) The method of r1.= i i i n SI claim 57 , further comprising the 
step of encrypting, in an encryption device having a physically remote location different from the 
user data input device and t he r emote archive storage, the one or more data blocks to produce one 
or more encrypted data blocks such that the remote archive storage may not decrypt the one or more 
encrypted data blocks but that the user may decrypt copies of the one or more encrypted data 
blocks. 



60. (CANCELLED) 



61. (CURRENTLY AMENDED) The method of claim 59, further comprising the steps 

step of: 
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inpu tt ing in a voice wavefoi ' m da t a inpu t device coupled to tlie user data input device, a 
user's voice and creating voice waveform data, and 

ti ' anscribing in a voice recognition and ti ' anscription device coupled to tlie user data input 

device and the remo t e airhive storage, tlie voice waveform da t a to create text data blocks from tlie 
voice waveform data received from tlie user data input device for storage in tlie remote airliive 

storage. 

decrypting in n decryptinn devicp. hnving n physiir.nlly rp.inntp. Incntinn diffrrent from the 
user data input dfivicR and the rRmntfl archive storage and cnuplfld to the user data input dfivice and 
the remotfl archive storage, the one or mnrR blocks rRtriflVRd from said rRmntfl archive storage, to 
create one o r m ore decrypted data blocks, and transmitting said one or more dRcrypted data blocks 



62. (PREVIOUSLY PRESENTED) The method of claim 61, wherein the step of 
transcribing the voice waveform data comprises the step of transcribing the voice wavefomi data in 
an independent voice recognition and transcription party independent of the user data input device 
and the remote archive storage and coupled to the user data input device and the remote archive 
storage via the transmission network. 




63. (CANCELLED) 



64. (CANCELLED) 



65. (CANCELLED) 
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66. (CANCELLED) 

67. (CANCELLED) 

68. (CANCELLED) 

69. (PREVIOUSLY PRESENTED) The system of claim 3, said archive providing assured 
access to said means for retrieving data. 

70. (PREVIOUSLY PRESENTED) The system of claim 69, wherein said archive requires 
verified personal data from said user for providing said assured access. 

71. (CANCELLED) 

72. (CANCELLED) 

73. (CANCELLED) 

74. (CANCELLED) 

75. (CANCELLED) 
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76. (CANCELLED) 

77. (CANCELLED) 

78. (CANCELLED) 

79. (CANCELLED) 

80. (CANCELLED) 
8L (CANCELLED) 

82. (CANCELLED) 

83. (NEW) The system of claim 9, further comprising decryption means, having a 
physically remote location different from the user data process means and the remote archive 
storage means, coupled to the user data processing means and the remote archive storage means, for 
decrypting the one or more encrypted data blocks retrieved from said remote archive storage means, 
to create one or more decrypted data blocks, and transmitting said one or more decrypted data 
blocks to the user data processing means. 

84. (NEW) The system of claim 14, further comprising decryption means, having a 
physically remote location different from the user data process means and the remote archive 
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storage means, coupled to the user data processing means and the remote archive storage means, for 
decrypting the one or more encrypted data blocks retrieved from said remote archive storage means, 
to create one or more decrypted data blocks, and transmitting said one or more decrypted data 
blocks to the user data processing means. 

85. (NEW) The system of claim 15, further comprising decryption means, having a 
physically remote location different from the user data process means and the remote archive 
storage means, coupled to the user data processing means and the remote archive storage means, for 
decrypting the one or more encrypted data blocks retrieved from said remote archive storage means, 
to create one or more deciypted data blocks, and transmitting said one or more decrj^ted data 
blocks to the user data processing means. 
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